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[bookmark: _Toc1280702460][bookmark: _Toc1004380828][bookmark: _Toc208394891]Executive Summary 
The Business Continuity Plan (BCP) for [Organization Name] has been developed to address what is necessary to resume business operations as quickly and efficiently as possible after an emergency event. The [Organization Name] has determined the need for comprehensive BCP which includes:
· Ensure the safety of employees and stakeholders.
· Maintain or quickly resume critical operations.
· Minimize financial and operational impacts.
· Protect organizational assets and data.
· Comply with legal and regulatory requirements.
Both a business impact analysis and all-hazards planning approach have been used as the foundation of the plan. This BCP supports [Organization Name] efforts to prepare and maintain all essential business functions and supporting dependencies (i.e., equipment, supplies, records) necessary to support operations in the event of an emergency. This BCP enables each staff member and department to be prepared for all emergencies that may occur, including natural, technological, or human-induced disasters. 
The organization requires active cooperation and commitment from all departments and employees in the preparation and maintenance of the plan. The BCP is to be incorporated into job duties at all levels, and staff will be trained and exercised accordingly to support the plan. 
Optional:
{Health center senior leadership and the Board of Directors support the BCP in the promotion of diligent mitigation and efficient response as well as the maintenance and resumption of business operations to the community as soon as possible after an emergency.
Signature of CEO
Signature Board of Directors}
[bookmark: _Toc917897305][bookmark: _Toc204124619][bookmark: _Toc208394892]Scope 
This plan covers all critical business functions, systems, personnel, and locations necessary to maintain operations during a disruption.
[bookmark: _Toc77103995][bookmark: _Toc1918568257][bookmark: _Toc208394893]Threat and Hazard Analysis 
The organization uses an all-hazard approach to threat and hazard analysis and mitigation. Threats and hazards are ranked based on probability and impact with mitigation strategies for hazards that could cause injury, property damage, or business disruption. The organization evaluates and implements strategies to support preparedness, mitigation, response, and recovery. Risks and hazards along with mitigation strategies are reviewed annually. The purpose is to lessen the severity and impact of a potential emergency by identifying potential hazards that may affect the organization. Refer to the Threat and Hazard Analysis.
In addition, the organization implements administrative, physical, and technical safeguards in accordance with the HIPAA Security Rule including completing required security risk assessments and mitigation efforts in accordance with the organization’s [SRA policy and procedure].
Examples of mitigation strategies that support an all-hazard approach:
· [list items, e.g., Cloud-based Electronic Health Record (EHR)]
· [e.g., Telehealth/remote work capabilities]
[bookmark: _Toc2092420515][bookmark: _Toc403077855][bookmark: _Toc208394894]Business Impact Analysis
[Organization Name] completed a business process analysis to determine essential functions. A business impact analysis was then completed to identify and evaluate the effects of various threats and hazards along with the impact they may have on the ability of the organization to perform essential functions. The business impact analysis helped establish the foundation for evaluating and establishing risk mitigation strategies which ensure the continued performance of all essential functions. The Business Process Analysis and Business Impact Analysis are reviewed and updated at a minimum of annually as part of this plan and are located in the appendix.
[bookmark: _Toc2108945389][bookmark: _Toc299012022][bookmark: _Toc208394895]Plan Activation
The BCP and recovery plans are activated exclusively by the [Clinic Administrator]’s decision. The decision of the [Clinic Administrator] may be written or verbal. The BCP will be activated when a disruption significantly impacts critical operations or if a potential incident is threatening its activity. 
[bookmark: _Toc1746937449][bookmark: _Toc2135075372][bookmark: _Toc208394896]Initial Response Steps:
· Ensure safety of personnel.
· Notify emergency response team. 
· Emergency Response Team Contact List
· Assess the situation and activate the BCP. 
· Communicate with stakeholders. 
· Emergency Communications Plan
· Important Contacts Information
· Refer to Essential Equipment List as warranted.
[bookmark: _Toc1920493307][bookmark: _Toc2138240824][bookmark: _Toc208394897]Recovery Phase
Recovery Phase activities focus on implementing recovery strategies to restore system capabilities, repair damage, and resume operational capabilities at the original or alternate location. At the completion of the Recovery Phase, the organization will be functional and capable of performing business functions.
[bookmark: _Toc157713823][bookmark: _Toc306608518][bookmark: _Toc208394898]Recovery Steps:
· Activate recovery plans and/or develop recovery plans as warranted.
· Recovery Plans in appendix:
· EHR Downtime Recovery Plan
· Emergency Office Closure Recovery Plan
· Power Outage Recovery Plan
· Shelter-in-Place Recovery Plan
· Restore critical systems and functions based on priority.
· Priority order:
1. [System Name (e.g., EHR Name)]
2. [System Name (e.g., Email Name)]
3. [System Name (e.g., Billing System)]
· The organization uses cloud-based systems to minimize any loss of data. The organization will work with vendors on restoring loss of data as applicable.
· Facilitate access to facility. Relocate to alternate site or work from home option if necessary. [Adjust as applicable but keep how access to the facility is coordinated during an emergency since it is a required component of the BCP.]
· The [Clinic Administrator] is responsible for deciding and ensuring access to each location as warranted when the BCP is activated.
· [Can add additional details—for example, staff have keys and will be able to individually access the office if [Clinic Administrator] is not available.]
· The [Clinic Administrator] will determine and communicate with staff information about working from alternative locations when warranted.
· Refer to remote work or telehealth policies as applicable.
	Site Name
	Location
	Alternative Location

	College Ave Office
	1234 College Ave
Anytown, WI 54321
	Work from home
	OR
Some Town Location
5678 Main St
Somewhere, WI 51234

	
	
	


· Resume normal operations and deactivate the BCP.
[bookmark: _Toc764587657][bookmark: _Toc438950170][bookmark: _Toc208394899]Deactivation
Recovery plans are deactivated by the [Clinic Administrator], or designee for individual activities when they establish that all conditions for the resumption of normal business activities have been met. 
The BCP is deactivated after an incident has been contained or eradicated and business has returned to usual operations. The [Clinic Administrator], or designee formally communicates the conclusion of the emergency situation and normal operations resume.
[bookmark: _Toc1064769344][bookmark: _Toc1830921062][bookmark: _Toc208394900]Training and Testing
· Members of the emergency response team are trained on their roles and responsibilities.
· All staff are trained on the BCP and related policies and procedures annually.
· The organization minimally tests parts of the plan each year for effectiveness.
· [Resource for testing: Business Continuity Plan Test Situation Manual]
· The plan is reviewed and updated after each test or real incident.
[bookmark: _Toc215502113][bookmark: _Toc1067926803][bookmark: _Toc208394901]Plan Maintenance
This plan will be reviewed and updated annually, after significant changes in operations, and/or following a test or real incident.
[bookmark: _Toc1125423340][bookmark: _Toc2103032559][bookmark: _Toc208394902]Plan Distribution and Access
The BCP will be distributed to [members of the business continuity team and management]. The [Clinic Administrator] should maintain a master copy of the document. Provide printed copies of this plan [location - within the room designated as the emergency operations center (EOC)]. Multiple copies should be stored within the EOC to ensure that team members can quickly review roles, responsibilities, tasks, and reference information when the BCP is activated. An electronic copy of this plan should be stored in a Cloud based location. Electronic copies should also be stored on a secure USB flash drive for printing on demand. [Update with exact locations of where plan is stored.]
[bookmark: _Toc576048002][bookmark: _Toc1586673778][bookmark: _Toc208394903]Resources
· Creating a Business Continuity Plan for Your Health Center | NACHC®
· Ready Business | Ready.gov
· Toolkits | Ready Business | Ready.gov
· TAP 34: Disaster Planning Handbook for Behavioral Health Service Programs | SAMHSA
· SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information Systems | NIST, CSRC
· Business Process Analysis and Business Impact Analysis User Guide | FEMA


[bookmark: _Toc629042959][bookmark: _Toc306716669][bookmark: _Appendix_A_|][bookmark: _Toc208394904]Appendix A | Threat and Hazard Analysis
[Identification of Natural, Technological, and Human Made Hazards. Add any additional potential disasters to the list. Use the Ready.gov Business Toolkits to further explore your organizations specific mitigation strategy needs and to adjust recovery plans.]
	Potential Disaster
	Probability Rating
	Average Impact Rating
	Mitigation Rating*
	Brief Description of Potential Consequences and Mitigation Actions

	Probability: 1 – 3 = Extremely low – High			Impact: 1 – 3 = Minor Annoyance – Total Destruction

	Drought
	
	
	
	

	Earthquake
	
	
	
	

	Epidemic
	
	
	
	

	Flood
	
	
	
	

	Tornado
	
	
	
	

	Winter Storm
	
	
	
	

	EHR Crash
	
	
	
	

	Power Outage
	
	
	
	

	Heating Failure
	
	
	
	

	Cooling Failure
	
	
	
	

	Water Damage (pipe or roof leak)
	
	
	
	

	Active Shooter
	
	
	
	

	Cyber Attack
	
	
	
	

	Fire
	
	
	
	

	Computer Theft
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


*Add the Probability and Impact ratings to obtain the Average Risk Mitigation Rating used to prioritize mitigation efforts.

Optional: Cybersecurity Impact Analysis from Business-Continuity-Manual_Interactive-1.pdf Appendix F. This checklist includes many items that are repetitive if regularly completing an SRA.


[bookmark: _Toc1843438029][bookmark: _Toc818608402][bookmark: _Appendix_B_|][bookmark: _Toc208394905]Appendix B | Business Process Analysis 
Resources:
· Creating a Business Continuity Plan for Your Health Center, Appendix D | NACHC®
· Business Process Analysis and Business Impact Analysis User Guide | FEMA

1. Using the Sample List to get you started, review and edit the functions and processes of each department/organizational area. Add any additional departments/areas that are not included along with those functions/processes.
· It may be helpful to work with staff from each area to identify your organization's functions/processes.
2. Assess each function/process to determine if it is essential or critical during crisis.
· Things to consider for each function/process are:
· Is it required by law or regulation?
· Is it required to maintain the safety of clients and staff? 
· Does it provide a vital service to clients?
3. Consider the impact on any business associates. Include mitigation and recovery plan needs around business associate relationships.
Note: Review policies and procedures detailing requirements to create and maintain retrievable exact copies of electronic protected health information (ePHI) including procedures for restoring lost data. If applicable, link or attach documents that outline procedures for restoring lost data.
	Essential
(yes or no)
	Function/Process
	Essential
(yes or no)
	Function/Process

	Legal and Regulatory Requirements
	Human Resources

	
	Provide for physical safety of all clients and visitors at your facility
	
	Payroll

	
	Protect client rights and privacy, which include ensuring the integrity of protected health information records
	
	Staffing

	
	
	
	

	
	
	
	

	Financial Accounting
	Administration

	
	Insurance Claims Processing
	
	Scheduling

	
	Account Receivable
	
	Documentation of Client Encounters

	
	Accounts Payable
	
	Send Medical Record Requests

	
	Health Center Insurance
	
	Inventory

	
	Maintain treatment and billing records in accordance with payer and regulatory requirements
	
	

	
	
	
	

	
	
	
	

	Informative Technology
	Clinical

	
	Hardware
	
	Clinical Documentation

	
	Software
	
	Conduct Basic Intake

	
	Backups
	
	Routine Counseling

	
	Communications (online, wireless)
	
	Assessments (PHQ-9, GAD 7, etc.)

	
	
	
	Clinical Decision Support

	
	
	
	Treatment Plans

	Facility Maintenance
	
	

	
	HVAC
	
	

	
	Utilities
	
	

	
	Housekeeping
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc2139500031][bookmark: _Toc94001330][bookmark: _Toc208394906][bookmark: _Appendix_C_|]Appendix C | Business Impact Analysis
Complete the Business Impact Analysis form for each essential business function/process to develop continuity strategies for impacted areas.
	Business Impact Analysis

	Essential Function/Process Description:
	

	Leadership/staff:
	

	Communications and 
IT Systems:
	

	Alternate Location Requirements:
	

	Dependencies and Interdependencies:
	

	Plan for short term (less than 3 days) disruption:
	

	Plan for long term (longer than 3 days) disruption:
	





[bookmark: _Toc2017391415][bookmark: _Toc1917698377][bookmark: _Appendix_D_|][bookmark: _Toc208394907]Appendix D | Emergency Response Team Contact List
	Role in Emergency
	Name
	Primary 
Phone
	Secondary Phone
	Email
	Back-up

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



[bookmark: _Toc1740836870][bookmark: _Toc1600619944][bookmark: _Appendix_E_|][bookmark: _Toc208394908]Appendix E | Emergency Communications Plan
[bookmark: _Toc582843038][bookmark: _Toc596941642][bookmark: _Toc208394909]Policy
The [Clinic Administrator] or designee will direct the emergency communication efforts. In his/her absence, (title) will assume this responsibility. Follow the leadership contact back-up list as warranted.
1. The [Clinic Administrator] will appoint a back-up and an alternate, in writing, to direct and maintain the emergency communication efforts. 
2. On an annual basis, all staff will provide and update their personal emergency contact information. Emergency contact information shall be kept confidential and used only for emergency contact situations. A master emergency contact list will be established and maintained by [position name] and shared among leadership. [Can add as an appendix to this document is you do not need to update it frequently.]
[bookmark: _Toc1350144300][bookmark: _Toc1418116102][bookmark: _Toc208394910]Procedures
[bookmark: _Toc1499617860][bookmark: _Toc611542481][bookmark: _Toc208394911]Staff Communications
· The primary forms of communication used to notify staff of an emergency will be:
· [Form of communication]
· [Form of communication]
· In the event of failure or inoperability of primary communication methods, the organization will utilize the following alternative methods to notify staff:
· [Form of communication]
· [Form of communication]
· An updated list of primary and emergency contact information for staff can be found:
· [Contact information location]
[bookmark: _Toc1382448058][bookmark: _Toc1093124624][bookmark: _Toc208394912]Client Communications
Note: Consider how to obtain client list if the EHR is down. Perhaps have a written procedure of regularly downloading a list and where to keep it if needed.
· The primary forms of communication used to notify clients of an emergency will be: 
· [Form of communication]
· [Form of communication]
· In the event of failure or inoperability of primary communication methods, the organization will utilize the following alternative methods to notify clients:
· [Form of communication]
· [Form of communication]
· An updated list of client primary and emergency contact information can be found:
· [Contact information]
[bookmark: _Toc1555809807][bookmark: _Toc542704731][bookmark: _Toc208394913]External Communications
· The primary forms of communication used to notify external partners of an emergency will be:
· [Form of communication]
· [Form of communication]
· In the event of failure or inoperability of primary communication methods, the organization will utilize the following alternative methods to notify external partners:
· [Form of communication]
· [Form of communication]
· All external partner communications will be authorized by the [Clinic Administrator], or designee.
· [Contact information]
[bookmark: _Toc1801270313][bookmark: _Toc1492276076][bookmark: _Toc208394914]Public Information
During an emergency, all public information activities shall be by the [Clinic Administrator] or designee.
[bookmark: _Toc94881947][bookmark: _Toc374801315][bookmark: _Toc208394915]Communications Testing
All communication methods should be routinely tested and verified for operability and connectivity by the [Clinic Administrator]. Any alternative method used must be verified for connectivity.
[bookmark: _Toc162788235][bookmark: _Toc1953122186][bookmark: _Toc208394916]Related Documents
Emergency Contact List
[bookmark: _Toc379210758][bookmark: _Toc1554585215][bookmark: _Appendix_F_|][bookmark: _Toc208394917]Appendix F | Important Contact Information
[bookmark: _Toc1066395539][bookmark: _Toc2121541988][bookmark: _Toc208394918]EHR Vendor
	EHR Website
	

	EHR Help Desk – Phone 
	

	EHR Help Desk – Email 
	

	Contact Name, Title
	

	Contact Email
	

	Additional Notes
	





[bookmark: _Toc474391022][bookmark: _Toc1913793142][bookmark: _Toc208394919]External IT Support
	Company Name
	

	Contact Name, Title
	

	Primary Phone 
	

	Secondary Phone
	

	Contact Email
	

	Additional Notes
	


[bookmark: _Toc1273259294][bookmark: _Toc453032047][bookmark: _Toc208394920]Insurance
	Contact Name
	

	Phone Number(s)
	

	Email 
	

	Insurance Carrier
	

	Policy Number(s)
	

	Website
	

	Additional Notes
	


[bookmark: _Toc1286954390][bookmark: _Toc979507383][bookmark: _Toc208394921]Outside Agency/Vendor
	Agency
	Primary and Secondary Phone
	Email/Website
	Contact Name/Title

	Emergency
	
	
	

	Law Enforcement
(non-emergency) 
	
	
	

	Fire (non-emergency)
	
	
	

	Office of Emergency Management
	
	
	

	County Health Department Emergency Operations Center
	
	
	

	Landlord
	
	
	

	Property Maintenance
	
	
	

	
	
	
	

	Utilities
	Primary and Secondary Phone
	Email/Website
	Contact Name/Title

	Utilities – Electric 
	
	
	

	Utilities – Water 
	
	
	

	Utilities – Heating (gas/propane/natural)
	
	
	

	
	
	
	


[bookmark: _Toc1029509042][bookmark: _Toc1471071362][bookmark: _Toc208394922]Appendix G | Essential Equipment List
	Equipment*
	Serial Number
	Company
	Warranty Expiration Date
	Service Contract/Vendor Information
	Notes

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


*Note locations of relevant manuals.
[bookmark: _Toc1777146687][bookmark: _Toc202758101][bookmark: _Appendix_H_|][bookmark: _Toc208394923]Appendix H | EHR Downtime Recovery Plan
[bookmark: _Toc598046987][bookmark: _Toc586016723][bookmark: _Toc208394924]Procedures
1. Activation and Notification
· EHR Downtime Policy may be activated due to:
· EHR Vendor downtime (planned or unplanned)
· Power Outage
· Internet Outage
· EHR Vendor or designated leadership will notify staff of EHR downtime via internal communication channels.
· Include estimated duration and scope of outage.
· [Clinic Administrator], or designee will activate downtime protocols.
2. Documentation
· Use approved manual documentation forms for:
· Intake assessments
· Individual and group therapy notes
· Medication administration records (MARs)
· Crisis intervention documentation
· Documents are located [paper copies/electronic copies]
· All entries must be legible, dated, timed, and signed.
3. Access to Critical Information [think about what and how to access ePHI if do not have access to EHR]
· Use printed or securely stored client summaries for:
· Diagnoses
· Medication lists
· Safety plans and/or risk assessments
4. Communication
· As warranted, notify any impacted clients in a calm and professional manner.
· Include information about rescheduling or telehealth options.


5. Risk Management
· Prioritize documentation and monitoring for high-risk clients.
· Ensure access to safety plans and behavioral contracts.
· Maintain close supervision and communication among staff.
6. Recovery and Data Entry
· EHR Vendor will confirm system stability before resuming EHR use.
· Staff will transcribe manual documentation into the EHR promptly.
· Label entries as “Late Entry” with original date/time of service.
· Reconcile clinical and billing documentation.
7. Post-Incident Review
· Conduct a debrief with clinical, administrative, and IT teams as warranted.
· Identify gaps and update downtime protocols.
· [bookmark: _Emergency_Office_Closure]Report any incidents to [Clinic Administrator].
[bookmark: _Toc88057304][bookmark: _Toc852481789][bookmark: _Appendix_I_|][bookmark: _Toc208394925]Appendix I | Emergency Office Closure Recovery Plan
In the event of an emergency that poses a risk to health, safety, or operations, the office may be closed temporarily. The [Clinic Administrator] will assess the situation and initiate closure procedures as needed.
[bookmark: _Toc946402766][bookmark: _Toc561521894][bookmark: _Toc208394926]Procedures
3. Criteria for Closure
· Office closure may be initiated due to:
· Severe weather (e.g., blizzard, tornado, flooding)
· Power or utility outages
· Fire, hazardous material exposure, or structural damage.
· Public health emergencies
· Law enforcement activity or civil unrest near the facility
2. Decision-Making Authority
· The decision to close the office will be made by the [Clinic Administrator]. In their absence, the chain of command be as follows:
· [Name/Title]
· [Name/Title]
4. Notification Process will follow the Emergency Communications Plan.
· Clients with scheduled appointments will be contacted to reschedule or offered telehealth options if available.
5. Continuity of Operations
· Essential personnel may be required to report remotely or to an alternate site.
· Telehealth and remote work protocols will be activated where feasible.
· Refer to Telehealth and Remote work policy and procedure.
· Critical systems (e.g., EHR, communications) will be monitored and supported by IT.
6. Office Reopening
· [Clinic Administrator] will assess conditions and determine when it is safe to reopen. Staff will be notified of reopening plans and any modified schedules.

7. Documentation and Review
· All closures will be documented, including:
· Reason for closure
· Duration
8. Impact on services
· A post-incident review will be conducted to improve future response.
[bookmark: _Toc2050075996][bookmark: _Toc606405550][bookmark: _Appendix_J_|][bookmark: _Toc208394927]Appendix J | Power Outage Recovery Plan
[bookmark: _Toc510998675][bookmark: _Toc2026006529][bookmark: _Toc208394928]Procedures
1. Notification and Initial Response
· Report outage to facilities/maintenance and utility provider.
· Notify leadership and activate emergency communication protocols.
· Assess immediate safety risks (e.g., dark areas, locked doors, medical equipment).
2. Safety and Security
· Use emergency lighting and flashlights.
· Secure entrances and exits.
· Relocate clients from unsafe areas if needed.
· Ensure continued supervision of high-risk clients.
3. Continuity of Care
· [Clinic Administrator] determines and notifies staff if office remains open. Activate Office Closure and/or EHR downtime procedures are warranted.
· Use backup communication methods as warranted (e.g., radios, cell phones).
4. Critical Systems and Equipment
· Activate backup power (generators or battery systems) for:
· Emergency lighting
· Communication systems
5. Communication
· Inform staff and clients of the situation and expected duration.
· A note is placed on facility door that office is unexpectedly closed.
· Coordinate with external providers and emergency services as needed.
· Maintain contact with leadership for updates.
6. Recovery and Restoration
· Monitor updates from utility provider.
7. Once power is restored:
· Verify system integrity (EHR, HVAC, security).
· Resume normal operations.
· Transcribe paper documentation into EHR as warranted.
· Conduct headcount and safety check.
8. Post-Incident Review
· Debrief with staff and leadership.
· Document incident and response actions.
· Update procedures based on lessons learned.
[bookmark: _Toc338627897][bookmark: _Toc1919246688][bookmark: _Appendix_K_|][bookmark: _Toc208394929]Appendix K | Shelter-in-Place Recovery Plan
[bookmark: _Toc813183425][bookmark: _Toc702291307][bookmark: _Toc208394930]Activation Criteria
Shelter-in-place may be activated due to:
· Severe weather (e.g., tornado, blizzard)
· Chemical or biological hazard in the area
· Active threat or civil unrest nearby
· Government or emergency services directive
[bookmark: _Toc929868271][bookmark: _Toc1163595059][bookmark: _Toc208394931]Procedure
1. Notification
· Emergency alerts will be issued via internal communication systems (email, text, PA system). Leadership personnel will confirm the need to shelter in place.
2. Immediate Actions 
· Stop all non-essential activities.
· Close and lock all windows and doors.
· Shut down HVAC systems if advised (to prevent outside air from entering).
· Move to designated shelter areas (interior rooms with no windows, preferably on lower floors).
· Account for all personnel using sign-in sheets or digital check-ins.
3. Supplies and Resources
· Emergency kits should be available in shelter areas, including:
· First aid supplies
· Flashlights and batteries
· Bottled water and non-perishable food
· Communication devices (e.g., radios)
· PPE if applicable (e.g., masks)
4. Communication	
· Maintain contact with emergency services and monitor official updates.
· Provide regular updates to employees via internal channels.
· Designate a point person for each shelter area to relay information.
5. Duration and Termination
· Remain sheltered until an official “all clear” is given by emergency services or company leadership.
· Conduct a headcount and assess any injuries or damage.
· Resume operations as appropriate or initiate recovery procedures.


[bookmark: _Toc1666802230][bookmark: _Toc1186164278][bookmark: _Toc208394932]Appendix L | Revision Tracking
	Date
	Description of Change
	Name, Title
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